IIpuaoxenne Ne2. Undopmannonnas namsaTka 1Jis1 00y4aommxcst Ui pa3MelleHUus1 Ha
opuunanbHbIX UHTEpHET-pEecypcax

C KaXIbIM TOJOM MOJIOJICKU B UHTEPHETE CTAHOBUTHCS OOIBINE, a IIKOJBHUKH OTHH M3 CaMBIX
AKTUBHBIX TOJb30BaTened Pynera. Mexay TeM, IOMUMO OIPOMHOTO KOJIMYECTBA BO3MOYKHOCTEU, HHTEPHET
HECET ¥ Mpo0JIeMbl. DTa MaMsaTKa JOJDKHA MOMOYb TeOe Oe30MacHO HaXOIUTHCS B CETH.

Komnvromepuvie supycui

KoMmnploTepHblii BUPYC — 3TO pPAa3HOBHJIHOCTh KOMIIBIOTEPHBIX MpPOTrpamM, OTIMYUTEIBHOM
0COOEHHOCTBHIO KOTOPOM SIBJIIETCS CIIOCOOHOCTh K Pa3MHOKEHHUIO. B jjomonHeHne Kk 3ToMy, BUPYChl MOTYT
MOBPEINUTH WM TIOJTHOCTBIO YHUUYTOXHUTD BCe (ailiibl U JaHHBIE, IOAKOHTPOJIbHBIE TIOJIB30BATENI0, OT UMEHHU
KOTOpOoro Obla 3amylieHa 3apaxEéHHas @porpaMma, a TakKXe MOBPEIUTh WM JaXe YHUYTOXHUTD
OTIEPALIMOHHYIO CUCTEMY CO BCceMH (ailiaMu B 11e70M. B GONbIIMHCTBE CiTy4aeB paclpoCTPaHSIIOTCS BUPYCHI
4yepe3 UHTEpHET.

MeToap! 3aIUTBI OT BPEAOHOCHBIX IPOTPAMM:

1. Hcnonp3yii cOBpeMEHHBIE ONEPALlMOHHBIE CUCTEMbI, UIMEIOINE CEPbE3HBIN YPOBEHb 3aIIUTHI OT
BPEIOHOCHBIX ITPOIPaMM;

2. TlocrosHHo ycTaHaBnuBail mayTh (UMGPOBBIE  3aIIaTKH, KOTOpPBIE  ABTOMAaTHYECKU
YCTaHaBJIMBAIOTCS € LENbIO JOPAOTKU MPOTrpaMMbl) U JIpyrue OOHOBIIEHHS CBOEH OmNepariiOHHON
cuctembl. CkaunBail ux TONBKO ¢ odunmanpHOro caiita pazpadorunka OC. Ecmu cymecTByeT
PEKUM aBTOMATUYECKOIO0 OOHOBJIEHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEpE TOJ IMpaBaMy MOJB30BATENs, a HE aJMHHUCTpaTOpa. JTO HE
MO3BOJIMUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOTrpaMM HMHCTAJUIMPOBATHCS Ha TBOEM IMEPCOHAIBHOM
KOMIIBIOTEPE;

4. Vcnonp3yid aHTHBHPYCHBIE IPOrpaMMHbIE TMPOJIYKTHl HM3BECTHBIX IPOU3BOAMUTENCH, C

aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

Orpanunub GpuU3HUECKUil TOCTYI K KOMIIBIOTEPY /sl IOCTOPOHHUX JIHLI;

Hcnonp3yil BHEIIHKME HOCUTENH UH(OpPMALIMY, TaKue Kak (pemnika, TUcK WiK (ailsl u3 uHTepHeTa,

TOJILKO U3 MPO(GEPEHHBIX HCTOUYHUKOB;

7. He oTkpbiBaii KOMIbIOTEpHBIE (HAIIbI, MOMYyYCHHBIE W3 HEHAIEXKHBIX HCTOYHUKOB. [laxke Te
(ailnpl, KOTOpbIe MPUCIA TBOM 3HAKOMBIN. JIyullle yTouHH y HEro, OTHPAaBJIsUI JIU OH TeOe HX.

oo

Cemu WI-FI

Wi-Fi - 310 He Buj mepeaayn JaHHBIX, HE TEXHOJOTHA, a BCEro JHIIb OpeHn, mapka. Eme B 1991
roy HujAepiaHjackas KoMmmaHusi 3apeructpuponaia OpeHn «WECA», uro 00603Hauyanao CIOBOCOYETAHHE
«Wireless Fidelity», koTopslii mepeBoIUTCS KaK «OeCIpoBOIHAS TOUHOCTHY.

Jlo Hamero BpeMeHu Joluia apyras ab0peBuaTypa, KOTopas sBISETCS TAaKOH e TeXHOJOrue. 1o
ab6peBuarypa «Wi-Fi». Takoe Ha3BaHue OBLIO JIaHO C HAMEKOM Ha CTaHIAPT BBICIINN 3BYKOBOW TEXHUKH
Hi-Fi, uTo B mepeBoie 03HAYaeT «BBICOKASI TOYHOCTH.

Ha, OecrulaTHbIi MHTEpHET-IOCTYI B Kade, OTeNsIX M a’dponopTax SBISIETCA OTIMYHOM
BO3MOKHOCTBIO BBIXOZ1a B MHTepHET. Ho MHOrMe sKkcnepTsl cuuTaroT, 4ro oduienoctynHele Wi-Fi cetn He
SBIISIIOTCS] 0€30MaCHBIMHU.

Cosertsl 10 Oe30macHOCTH paboTe B 00meA0cTynHbIX ceTsax Wi-fi:
1. He mepenaBaii cBoIO aruHy0 HH(pOpMaIuio yepes odmenocrynubie Wi-Fi cetn. PaboTast B HuX,
JKeNaTeIbHO He BBOAMTH MAPOJIH TOCTYIIA, IOTHHBI H KaKHE-TO HOMEPA;
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2. HWcmonp3yldi W OOHOBJISH aHTUBHUPYCHBIC TIpOrpaMMbl W Opanamayep. Tem camMbIM Tbl
obe3ormacunib ce0s OT 3aKauKH BUPyca HA TBOE YCTPOUCTBO;

3. Tlpu wmcronp3oBanmu Wi-Fi otkimoun ¢yHkmmio «OOmuid 1ocTyn K (aiyiaM W IpHHTEpaM».
Jannas QyHKIUS 3aKpbiTa MO YMOTYaHHIO, OJTHAKO HEKOTOPHIE IMOJIb30BATENH AKTUBUPYIOT €€
J1s1 y10OCTBa UCIIOJIb30BaHUS B paboTe WK y4eoe;

4. He ucnons3yii myonuunsii WI-FI mis mepenaum NTUYHBIX JAaHHBIX, HAMpUMEpP A BBIXOAA B
COLIMAJIbHBIE CETH WU B 3JIEKTPOHHYIO TIOUTY;

5. Hnonw3yii Tompko 3amuiienHoe coenunenue yepe3 HTTPS, a ne HTTP, 1.e. nmpu HaGope BeO-
azpeca BBOAM UMEHHO «https://»;

6. B moOunsHOM Tenedone otkimoun ¢yHkimoo «lloaxmouenne k Wi-Fi aBromatuueckn». He
JIOTTyCKall aBTOMaTHYECKOTO MOAKITIOUEHUS yeTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero coriacwusi.

Coyuanvrvie cemu

ConManbHble CETH aKTHMBHO BXOAAT B HAllly JXU3Hb, MHOTHE JIIOJU pPabOTalOT M KHUBYT TaM
MOCTOSIHHO, a B Facebook yxke 3aperucTpupoBaH MUIITHAP]] YEJIOBEK, YTO SIBIISETCS OJHON CeIbMON BCex
KHUTENeH IIaHeTbl. MHOrue MoJb30BaTeld HE IOHUMAKOT, 4YTO HH(OpMAIus, pa3MElIeHHas HMHU B
COLIMAJIBHBIX CETSIX, MOXKET OBITh Hal/IeHa M UCIOJIb30BaHA KEM YTOJHO, B TOM YHWCIIE HE 00s3aTEeIBHO C
0JarMMU HaMEPEHUSIMHU.

OcHOBHBIE COBETHI 110 O€30MACHOCTH B COIIMANIBHBIX CETSIX:

1. Orpannyb cnucok apy3ed. Y TeOst B APY3bAX HE JOHKHO OBITh CIIY4alHBIX W HE3HAKOMBIX
JIIOJIEH;

2. 3ammmail cBOIO YacTHYIO XH3Hb. He ykaspiBaili maponu, TenedoHBI, ajapeca, IaTy TBOETO
POXKACHUSI M JIPYTYIO0 JUYHYIO HHGOpMAIUIO. 3MOYMBIIUIEHHUKH MOTYT HCIOJB30BaTh Jaxe
UH(POPMALIHIO O TOM, KaK Tl M TBOH POAMTEIH IUTAHUPYETE MPOBECTH KaHUKYJIBL;

3. 3ammimai CBOIO pemyTaIuio - IepPKU €€ B YUCTOTE U 3a7aBail cebe BOIpOc: XOTed ObI Thl, YTOOBI
JIpyrue IOJIb30BaTeNM BUJENM, UTO Thl 3arpyxaems? Ilogymaid, mnpexnae dYeM dYTO-TO
OIyOJIMKOBATh, HAMKUCATh U 3aTPY3UTh;

4. Ecnu Tbl TOBOpUIIL C JIOAbMH, KOTOPBIX HE 3HAEIlb, HE HCIOJB3YH CBOE peaJbHOE UMS U
JIPYTYIO TUYHYIO HHPOPMAIIMH: UMSI, MECTO KUTEIbCTBA, MECTO y4eObl U MPOoYEEe;

5. WMsberaii pa3memienus Gororpaduii B IHTEpHETE, TOE TH N300paXeH HA MECTHOCTH, IO KOTOPOU
MO>KHO OMPENIETUTh TBOE MECTOMOIOKEHUE;

6. Ilpu perucrpanuy B CONMAITBHON CETH HEOOXOAMMO HCIIOB30BATh CIIOKHBIE MAPOJIH, COCTOSIIIHNE
u3 OyKB M U(p U C KOJTMYECTBOM 3HAKOB HE MEHee §;

7. Jlma conuanbHOM CETH, MOYTHI U JPYTHX CANTOB HEOOXOIMMO HCIIOJIB30BATh pa3HbIC MapoJIu.
Torna ecnu Tedst B3IOMAIOT, TO 3JI0YMBIIJICHHUKH TOJIYYaT AOCTYI TOJBKO K OJIHOMY MECTY, a
HE BO BCE Cpasy.

OnexmpornHvle OeHveu

DNEeKTPOHHBIE IEHBI'M — 3TO OYEHb YJOOHBII CIOCO0 MlaTexei, 0qHaAKO CYIIECTBYIOT MOIICHHUKH,
KOTOPbIE XOTAT MOJIYYUTh 3TH JICHbIU.

DJIEKTPOHHBIE JIEHbI'M MOSABWINCH COBCEM HEJABHO M MMEHHO M3-3a 3TOr0 BO MHOTMX T'OCY/IapCTBaX
710 CUX TIOpP HE IPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHu (QYHKIMOHHMPYIOT M O HHUX YK€ NPOMHUCAHO B 3aKOHE, I'Jleé UX pa3leliioT Ha
HECKOJIbKO BUJOB — aHOHMMHbIE U HE aHOHUMHBbIE. Pa3HUIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPHIX
paspeniaercsi IpOBOAUTH onepanuu 6e3 uaeHTUu(GUKaINK 10Ib30BaTEeNs, @ B HCAHOHUMHBIX WACHTU(DUKAIIIH
MIOJIB30BATEJS SIBISIETCS 00S13aTCIILHOM.
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Takxke cienyer pazauyarh 3JEKTPOHHbIE (UATHBIE NEHBI'H (paBHBI OCYAAPCTBEHHBIM BalIOTaM) U
ANEKTPOHHBIC HEPUATHBIE ICHBIU (HE PaBHBI TOCYJaPCTBEHHBIM BAIOTAM).

OcHOBHBIE COBETHI TI0 O€301aCHOM paboTe ¢ IEKTPOHHBIMU JCHbIaMHU:

1.

4.

[TpuBshkU K cueTy MOOMITBHBIN TesieoH. DTO CaMblil yIOOHBIN U OBICTPBIM CTIOCOO BOCCTAHOBUTH
noctyn kK cuery. [IpuBs3aHHbIM TeneOH MOMOXKET, eciin 3a0yaenlb CBOW IUIATEKHBIA Hapoib
WJIY 3aiJielIb Ha CAiT C HE3HAKOMOI'O YCTPOMCTBA;

Hcnonb3yit ogHOpas3oBbie mapoiu. [locie mepexona Ha YCHJICHHYIO aBTOpHU3alMIi0 Tebe yxe He
OyIeT yrpokaTh OMAaCHOCTh KPa)KH MJTU TMepexBaTa IIaTeXHOro Maposis;

BoiGepu cnoxublii maposib. [IpectynmHukam OyaeT He MPOCTO YraaaTh CIOKHBIA Mapoib.
Hanexxupie maponu — 3TO mapoiiv, KOTOPbIE COAepKaT HE MEHee 8 3HAKOB U BKJIIOYAIOT B ce0s
CTpOUYHBIE M TPONHCHBIE OYKBBI, IIM(PPHI U HECKOJBKO CHMBOJIOB, TaKME€ KakK 3HaK Jo0JIIapa,
¢dbyHTa, BOCKJIMIIATEIbHBIN 3HaK U T.11. Hanmpumep, $tROng!;;

He BBOAM cBOM IMUYHBIE JaHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSELIb.

3JZ€Kmp0HHa}Z nouma

ONEeKTpOHHAsl IOYTa — 3TO TEXHOJOTMA M HPEAOCTaBIIAEMBbIE €H0 YCIYTH IO IEPECBUIKE U
MOJIyYEHUIO D3JICKTPOHHBIX COOOIIEHUH, KOTOPbIE pACIpPENeNsoTCs B KOMIBbIOTEpHOH ceTu. OObIUHO
AJIEKTPOHHBIN OYTOBBIN SIIUK BBITJIUT CIEAYIOIIUM 00pa30oM: UMs_TOJB30BATEIA(@UMSL_JoMeHa. Takxke
KpOMe Iepeayu POCTOro TeKCTa, UMeeTCs BO3MOKHOCTh NepeiaBaTh (haiibl.

OCHOBHBIE COBETHI 110 6€30TaCHOM paboTe ¢ IICKTPOHHOU MTOYTOM:

1.

oo

Hango BbIOpaTh mpaBWIBHBII TOYTOBBIM CcepBUC. B UHTEpHETE €CTb OrPOMHBIA BBIOOP
OecrIaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIY4IlE JOBEPSATH TEM, KOI'O 3HACIIb U KTO MEPBBIA B
pEeWTHHrE;

He yka3piBaii B nuuyHOW moutre nu4Hyl0 uHpopmanutoo. Hampumep, may4iie BbIOpaTh
«MY3BIKQTBHBIA _(aHaT@» wim «pok2013» BMecTo «temal3y;

Hcnonb3yil ABYX3TalmHyI0 aBTOPU3ALMI0. ODTO KOrJa MOMHUMO Mapois HYKHO BBOAMTH KOJ,
npucbuiaeMblii mo SMS;

Bribepu cioxHbI mapons. s Kakaoro MOYTOBOTO SIIMKA JOJDKEH OBITH CBOM HaJIEKHBIM,
YCTOWYMBBIN K B3JIOMY IIapOJIb;

Ecam ecTh BO3MOXKHOCTh HalMcaTh CAMOMY CBOM JIMUHBIN BONPOC, UCIOJIb3YH 3Ty BO3MOXHOCTB;
Hcronb3yil HECKOJIBKO IMOYTOBBIX AIMKOB. [IepBBIN 11 4aCTHOW MEPENUCKH C aapecaTaMu,
KOTOPBIM ThI IOBEPSIEIIb. DTO 3JIEKTPOHHBIN aJpec HE HaJI0 MUCII0JIb30BaTh MPU PErucTpaliui Ha
dbopymax u caiTax;

He otkpeiBaii (aiiisl U qpyrue BIOKEHUS B MUCbMaX Jake €CJIM OHH MPUIIIH OT TBOUX JAPY3EH.
Jlyuiie yTOYHM y HUX, OTIIPABIISIIN JIU OHU TeOe 3TU (alibl;

[Tocie okoH4YaHUsl pabOTHI HA IOYTOBOM CEpPBHUCE MEpe]] 3aKPHITHEM BKIIAIKH C caiiToM He 3a0ynb
Ha)kaTh Ha «BpliT».

Kubepoynnune unu eupmyanvruoe uzoesamenbcmeo

KubepOymnuHr — mpecieoBaHue COOOIICHUSIMU, COJCPKAIIMMHU OCKOPOJICHHS, arpeccuro,
3alyTUBAHUC,; XYJIMTAHCTBO,; COLIUAJILHOC GOﬁKOTHpOBaHI/Ie C IIOMOUIBIO PA3JIMYHBIX UHTCPHCT-CCPBUCOB.

OcHOBHBIE COBETHI IO OOPHOE ¢ KMOEPOYIITUHIOM:
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N

o

He Gpocaiics B 00oit. JIydmmii crioco0: MOCOBETOBAThHCS Kak ceOsi BECTH U, €CIIM HET TOTO, K KOMY
MOKHO OOpaTUThCSA, TO BHaYalle YCIIOKOUTHCA. ECIHM Thl HaAUHEIIb OTBEYATh OCKOPOJICHUSMHU Ha
OCKOpOJIEHHUS, TO TOJIBKO €llle OOJIbIIIE Pa303KEIb KOHPIHKT;

VYnpasisii cBoei kubeppenyranuei;

AHOHMMHOCTh B ceTd MHHMas. CyIIecTBYIOT CHOCOOBI BBISICHUTH, KTO CTOUT 32 aHOHHUMHBIM
AKKayHTOM;

He crout BecTn Xynuranckuii oOpa3 BUPTyalbHON XU3HHM. VHTepHET (DUKCHpYEeT BCE TBOU
JIeHCTBUS U COXpaHAET UX. Y AaIuTh UX OyJeT KpailHe 3aTpyIHUTEIbHO;

Co0roaii cBOM BUPTYaIbHYIO YECTh CMOJIOAY;

WUrnopupyit enuHuuHbli HeraTuB. OJHOpa30Bble OCKOPOWTENbHBIE COOOIEHHS JTydIle
UrHopupoBaTh. OOBIYHO arpeccus MpeKpaniaeTcsi Ha Ha4albHOM CTaIu;

ban arpeccopa. B nmporpamMmax oOMeHa MTHOBEHHBIMU COOOIIIEHUSMH, B COITUANIBHBIX CETAX €CTh
BO3MOXXHOCTH OJIOKMPOBKH OTIIPABKH COOOIICHHI € ONpeeIEHHBIX a/IpECOB;

Ecmu Tl cBugerens kubepOysnuHra. TBou NeHCTBHSA: BBICTYNUTH MPOTHB IMPECIIEIOBATEINS,
MoKa3aTh €My, YTO €ro JeWCTBHS OLIEHUBAIOTCS HETAaTHUBHO, IMOAJEPKATb >KEPTBY, KOTOPOM
HYXXHa TICUXOJIOTHYECKasi TIOMOIIb, COOOIIMTh B3pPOCIBIM O (DaKTe arpecCUBHOTO TOBEACHUS B
CeTH.

Mobunvrwiii meneghon

CoBpeMeHHBIe cMapT(OHBI ¥ TUTAHIIIETHI COAEPIKAT B c€O€ BITOITHE B3POCIBIA (PYHKITMOHAI, U TETIEPh
OHHM MOT'YT KOHKYPUPOBATh CO CTAI[AOHAPHBIMU KOMITbIOTEpamMu. OTHAKO, CPEACTB 3aIIUTHI JIs TOJ00HBIX
YCTPOMCTB MOKA OYE€Hb MaJIO. TeCTUPOBaHKE U MOUCK YS3BUMOCTEH B HUX MPOUCXOJIUT HE TaK MHTEHCUBHO,
kak juist [1K, To e camoe kacaeTcst 1 MOOMJIbHBIX MPUITOKEHHM.

CoBpemeHHble MOOWIIbHBIE Opay3epbl YK€ MPAKTHUYECKH JOTHAIM HACTOJbHBIE aHAJIOTH, OJHAKO
paciupenue (pyHKIMOHAIA BI€YET 32 COOO0M OOJIBIIYIO CIOKHOCTh U MEHBILYIO 3alUIIEHHOCTb.

Jlanexo He Bce MPOU3BOAUTENN BBIMTYCKAaIOT OOHOBJIEHMS, 3aKpPBIBAIOIINE KPUTUUECKUE YSI3BUMOCTH
JUISl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIsl 0€30MaCHOCTH MOOHIILHOTO Tele(oHa:

1.

2.

~ow

~

Hudero He sBisieTcs mo-HacTosmieMy OecrulaTHBIM. bByas ocTopokeH, Benb koraa Tebe
npeiaraoT OecryiaTHbIA KOHTEHT, B HEM MOT'YT ObITh CKPBIThI KAKHE-TO TUIaTHBIE YCIIYTH;
Hymaii, npexxae dem otnpaBuTh SMS, ¢oto win Bugeo. Thl TOUHO 3Haelb, I7ie OHU OyayT B
KOHEYHOM HuTOore?

Heo6x011M0 0OHOBIIATE ONEPALMOHHYIO CUCTEMY TBOETO CMapT(hOHa;

Hcnonp3yil aHTUBUPYCHBIE TPOTPaMMBI JJIsI MOOMIIBHBIX TeNIe(hOHOB;

He 3arpyxail npuiokeHUsT OT HEU3BECTHOTO HCTOYHHMKA, BEIb OHU MOTYT COIEPKATb
BPEIOHOCHOE IPOrpaMMHOE 00€CTIEUEHHE;

[Tocne Toro kKak Thl BbIMJEIIb C calfTa, I7le BBOAWI JHUUHYIO MH(POPMALIUIO, 3l B HACTPOHKHU
Opaysepa u ynanu cookies;

[Tepuonnuecku npoBepsiii Kakue MIaTHBIE YCIYT'M aKTUBUPOBAHBI HA TBOEM HOMEDE;

JaBaii cBoii HOMEpP MOOWJIBHOTO TeieOHA TONBKO JIIOASIM, KOTOPBIX ThI 3HACHIb M KOMY
JOBEPSIEILD;

Bluetooth momkeH OBITH BBIKIIOUEH, KOTJAa Thl UM HE ToJb3yemibes. He 3a0wbiBaii mHOTOA
IIPOBEPSTH 3TO.

Online uepwi

CoBpeMeHHbIE OHJIAWH-UTPBl — ATO KPACOUHbBIC, 3aXBAaThIBAIOIIUE Pa3BIICUCHUS, OO0BEAMHSIONINE
COTHHU ThICSIY YE€JOBEK MO BceMy MUpPY. Vrpoku HcCleqyloT NaHHBI UM MUp, OOIIAIOTCS APYT C JIPYroM,

4
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BBITNOJHAIOT 3aJaHUSA, CPAXKAIOTCA C MOHCTpAMM M IIOJNy4YalOT OMNBIT. 3a YIOBOJIBCTBHE OHHU IUIATAT:
MOKYHAIOT JUCK, OTIAYMBalOT aOOHEMEHT WM MIPUOOPETAIOT KaKUe-TO OIIUH.

Bce »tu cpenctBa mayr Ha MOAJEp)KaHME M PAa3BUTHE MIPHI, a TaKkKe Ha camy O€30MacHOCTH:
COBEpUICHCTBYIOTCS CHUCTEMBl aBTOPU3AIMM, BBIIYCKAIOTCS HOBbIE NaTud (UU(pOBBIE 3araTKU s
IIPOrpaMM), 3aKpbIBAKOTCSl YSI3BUMOCTH CEPBEPOB.

B mogoOHBIX uTrpax CTOUT OMacaTtbCs HE CTOJNBKO CBOUX COIMEPHUKOB, CKOJIBKO KpPaXXM TBOETO
napoJisi, Ha KOTOPOM OCHOBAaHA CUCTEMa aBTOPU3AIMH OOJBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 OE30MACHOCTH TBOETO UTPOBOT'0 AKKAYHTA:

1. Ecnu apyroit urpok BeneT ceOsi IUIOXO MM CO3[aeT Tebe HENMpUSTHOCTH, 3a0JOKUpPYH ero B
CIIUCKE UTPOKOB;

2. Tloxanyiics agMUHHMCTpaTopaM UIPhl Ha IUIOXO€ IIOBEJACHHE JTOTO WIPOKa, >KeJIaTeabHO

IIPWIOKUTH KAKHE-TO JOKA3aTeIbCTBA B BUJIE CKPUHOB;

He yxa3biBaii muunyto nHpopmanuio B npodaiiie urpsl;

VYBaxal Ipyrux y4aCTHUKOB 10 UI'PE;

He ycranaBnuBaii HeouimanbHble TaTYH U MOJIBI;

Hcnonp3yil CII0KHBIE U pa3HbIe ApOJIY;

Jlaxxe BO BpeMsi MI'pbl HE CTOMT OTKJIIOYaTh aHTUBHpYC. [Ioka ThI urpaems, TBOM KOMIIBIOTED

MOTYT 3apa3HTh.

No ko

Duwune unu Kpasca Tu4Hsblx OaHHbIX

OOBIYHOM Kpax(eﬁ JACHCT U JOKYMCHTOB CCIOJHA YK€ HHKOI'O HEC y,HI/IBI/IfI_HL, HO C Pa3BUTUCM
I/IHTepHeT-TeXHOHOFI/Iﬁ 3JIOYMBIIUVICHHUKNW TEPECMECTUIINCh B HWHTCPHET, W MPOAOJDKAIOT 3aHUMATHCA
«TFOOMMBIM» ACIO0M.

Tak mosiBHiack HOBasi yrpo3a: MHTEPHET-MOIICHHHYECTBA WM (DUIIMHT, TIaBHAs IeTb KOTOPOTO
COCTOUT B TIONyYEHUH KOH(HICHIMATbHBIX JIaHHBIX TIOJbh30BaTeNed — JIOTMHOB W maposieid. Ha
aHrnuiickoMm s3bike phishing yntaercs kak ¢ummumHr (ot fishing — priOHas noBs, password — maposb).

OcHOBHBIE COBETHI IO OOpHOE ¢ HYUITHMHIOM:

1. Cnemu 3a cBouM akkayHTOM. Eciu Thl mojo3peBaelllb, YTO TBOS aHKeTa OblLla B3JIOMaHa, TO

HE00X0IMMO 3a0JIOKUPOBATh €€ U COOOIIUTHh aAMUHUCTpATOpaM pecypca 00 3TOM KaK MOXHO

cKopee;

Hcnonb3yit OezonacHble BeO-CalfThl, B TOM YHCIIE, HHTEPHET-Mara3uHOB U MOUCKOBBIX CUCTEM;

3. Hcmonp3yil CIOXKHBIE W pas3Hble Mapoiu. TakuM oOpa3oM, eciaud TeOsS B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKH TOIYyYaT AOCTYI TOJIBKO K OTHOMY TBOEMY NMPO(UITIO B CETH, @ HE KO BCEM;

4. Ecmu TeOs B3IOMaId, TO HEOOXOAUMO MPEAYNPEeIuTh BCEX CBOMX 3HAKOMBIX, KOTOpHIE

no0aBieHbl Y TeOsl B IPY3bsX, O TOM, YTO T€Os B3JIOMAaJH M, BO3MOXKHO, OT TBOEI'O UMEHHU OyJeT

pacchUIaThCsl CIIaM U CCbUIKM Ha (DUIIMHIOBBIE CANTHI;

YcranoBu HaaexxHbIN mapoib (PIN) Ha MoOuIBHBIH TenedoH;

OTxIr0un coxXpaHeHue napoJs B Opaysepe;

7. He otkpsiBaii (haiibl U Apyrue BIOKEHUS B MUChbMAaxX JaXe €CIM OHU HPUIILIH OT TBOUX JAPY3EH.
Jly4die yTO4HM y HUX, OTIPABIISUIN JIU OHU TeOe 3TU (ailibl.

N

oo

Lughposas penymayus

[udpoBas pemyranusi - 3TO HEraTUBHAs WJIM TMO3UTHBHas uHpopManusi B ceTu o Tele.
Komnpomerupyromas napopMaiys pasMenieHHas B HHTEPHETE MOXKET CEPbE3HBIM 00Pa30M OTPa3UThCS Ha
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TBOeW peanbHOW >km3HU. «lludpoBas pemyranus» - 3TO TBOM HMHIDK, KOTOPBIA (opmupyercs wu3
uHpopManuu o Te0e B MHTEPHETE.

TBoe MmecTo KUTCJILCTBA, y‘-IC6BI, TBOC (I)I/IHaHCOBoe TTIOJIOXKCHHUC, 0COOEHHOCTHU XapaKkTepa Hu
pacCKasbl O OJM3KHUX — BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue noapoCcTKH JETKOMBICIEHHO OTHOCSITCS K MyOJIMKaluK JIMYHOU uHpopmanuu B MHTepHeTe,
HE TIOHMMAas BO3MOXHBIX TOCIEACTBHMA. Thl Jaxke HE CMOXKEIIb AOTaAaTtbcsa O ToM, 4To (oTorpadus,
pa3MeleHHast 5 et Ha3aj, cTana MPUYMHON 0TKa3a MPUHATH TeOs Ha paboTy.

KommeHTapuu, pasmenienue TBoux ¢ororpaduili u apyrue AeHCTBUS MOTYT HE HCUE3HYTh Jaxe
rocjae TOro, Kak Thl MX yAanulllb. Thl He 3Haellb, KTO COXpaHWI 3Ty HMH(pOpMAIHIO, Momaja JU OHA B
IIOUCKOBBIE CHCTEMBI M COXPAaHWJIACh JIM OHA, a IVIABHOE: YTO MOAYMAIOT O TeOe OKpYyXKarollee JIOMH,
KOTOpbIe HAaUAYT U YBUAAT 3T0. HailTh MHpOpMALIMIO MHOTO JIET CITYCTS] CMOKET JH000H — Kak U3 JOOpBIX
noOyX/1eHUH, TaK ¥ ¢ HAMEPEHHEM IIPUYMHUTH BpeA. ITO MOKET OBITh KTO YIOJHO.

OCHOBHBIE COBETHI IO 3aITUTE ITUGPOBOMA pEITyTaAIUH:

1. Tlonymaii, mpexae yeM 4TO-TO IMYyOJIMKOBATh U INepeaaBaTh y ce0s B Ojore Wi B COLMAIbHON
CeTH;

2. B mHacTpoiikax npoQuis yCTaHOBH OTpaHMYEHHS Ha MPOCMOTP TBOETO NPOPHIS U €ero
COJIEPKUMOT 0, c/ieNIail €ero TOJIBKO I APYy3eil»;

3. He pa3memiaii u He yka3biBaii MHPOPMAIUIO, KOTOpas MOXKET KOTo-THOO OCKOPOISATH WU
00MXKaTh.

Aemopckoe npaso

CoBpeMeHHbIE IKOJIBHUKH— aKTUBHBIE M10JIb30BaTEIN HU(POBOro npocrpancTBa. OJHAKO JalIeKo He
BCE 3HAIOT, YTO IMOJIb30BaHHE MHOTUMH BO3MOXKHOCTSMHU ITU(PPOBOTO MUpPa TpeOyeT COONIOEHUs TpaB Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH «MHTEIIEKTyanbHasi COOCTBEHHOCTb» OTHOCHUTCSL K PA3JIMYHBIM TBOPEHHSIM YEJIOBEYECKOTIO
yMa, HauMHas ¢ HOBBIX M300pPETEHUI M 3HAKOB, 0003HAYAIOIIMX COOCTBEHHOCTh Ha MPOIYKTHl U YCIYTH , U
3aKaH4YMBasi KHUramMH, pororpadusiMu, KHHOPUIBMaMH U MY3bIKaJIbHBIMU TIPOU3BEICHUSIMH.

ABTOpCKHE TpaBa — 3TO MpaBa Ha MHTEJUIEKTYaJbHYIO COOCTBEHHOCTh Ha IMPOU3BENEHUS HayKH,
JUTEpaTyppl U MCKycCTBAa. ABTOPCKME IIpaBa BBICTYNAIOT B KAyeCTBE TapaHTUHU TOrO, YTO
MHTEJUIEKTYaJIbHBII/TBOPUECKUH TPyl aBTOpa HE OyIeT HalpacHbIM, JacT €My CIpPaBeAJIMBbIE BO3ZMOKHOCTH
3apaboTaTh Ha pe3yJbTaTaxX CBOEro TPy[a, MOJYYUTh M3BECTHOCTh U Mpu3HaHue. Hukto Ge3 paspenieHus
aBTOpa HE MOXET BOCIPOU3BOAMUTH €r0 IMPOU3BEACHHE, PACHPOCTPaHSTh, MYOJUYHO JEMOHCTPUPOBATD,
MpoJaBaTh, UMIIOPTUPOBATh, IyCKAaTh B POKAT, MyOJUYHO UCIIONHSITH, TOKA3bIBATH/UCIIOIHATE B 3QUpe WIH
pa3MeaTs B MIHTEpHETE.

Hcnonb3oBaHue «IHPATCKOTO» MPOrPAMMHOTO 00ECIIEYCHHS MOXKET MPUBECTH K MHOTHM PUCKAM: OT
MOTEPH TAHHBIX K TBOUM aKKayHTaM J0 OJOKHPOBKU TBOETO YCTPOMCTBA, /1€ YCTAHOBJICHHBIN HE JieTaibHAas
nporpamma. He crout Taxke 3a0bIBaTh, 4TO CYLIECTBYET JieTalbHbIE U OECIUIaTHBIE MPOTPAMMBI, KOTOPHIE
MO>KHO HAMTH B CETH.

O nopmane
CeteBuuoK.p(h — TBOH IJIaBHBII COBETYUK B CETH. 3JI€Ch Thl MOXKeEIIb Y3HAaTh O 0€30aCHOCTH B CETU

MOHSITHBIM U JOCTYITHBIM SI3bIKOM, a MPU BO3HUKHOBEHUU KPUTHUECKON CUTyalluu OOpATUTHCS 32 COBETOM.
A Taxke NPUHATH y4acTHe B KOHKYpCax M CTaTh CaMbIM IIU(GPOBBIM IpaskJaHUHOM !
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